RedZone SAFe - Security Architecture Framework
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Monitor and Block

Secure Remote Access
(Company Owned Devices)
UOne architecture method
for all remote access clients
(company issued)
Uintegrated 2 factor to
ensure identity

UEnd Point Inspection

Secure Wireless
UGuest

CLAN users
QBYOD users

BYOD Access (Employee
Owned Device)

USecure Nodeless remote
access for BYOD devices
UManagemnet of apps
deployed to BYOD devices
OZero ownership of BYOD
devices

UZero application footprint
(client) deployment of apps
to BYOD devices

Secure NAC

OSecure NAC identity based
access control for employee
and guest access.
Ointrawall Apps

Secure Access to DLP- Data Loss Prevention

Applications (Light)

QCitrix URemote wipe of BYOD
UVMWare Horizon- VDI devices

OThird Party broker UOSecure Active Sync
UowA UsSecure SSL Offload

QSharePoint
OSecure SRA Portal

OSecure Optimization of
internal DLP systems
UContent filtering inspection
OSecure Malware protection
UDefeat SSL prozy &
anonymizers

O Outbound Email Policy

Social Media Security

UGrant access to user groups within the company without
compromising data loss security

QGrant Social Media apps (YouTUbe, Facebook, Twitter, etc.)
access without compromising bandwidth

QOLimit/Disable drive mappings, copy/paste, and clipboard use
for users accessing social media apps via any backend of Citrix,
RDP, VDI

DLP- Data Loss Prevention
(Adv)

U Outbound Email Policy
Enforcement (Level 2) eg.
Block SSN, CC#,Acct #,
Encryption

QUSB Lockdown

Secure Monitor and
Mangement

OBusiness application flow
monitoring

OSystem health monitoring
OBusiness App Layer 7
Security

amMbDM



